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1 Executive Summary
This document is Deliverable number 2.3 of the Pan-European Data Centre Academy
(PEDCA) Framework 7 contract. The document describes the requirements of the
“Academy” by building on the work undertaken in prior work packages to identify the
research and training requirements of the data centre industry and the gap in the
current provision.

A key element within this deliverable is the development of a “four pillar” PEDCA
vision to support the enabling of innovation, exploitation of the EU industry lead, and
improvement of the data centre workforce. The four pillars, (1) Strategy, (2) Business
Innovation, (3) Skills, and (4) Education, Training & Awareness, are described in detail
within this document and form a framework for the outline specification of the
“Academy”.

The training and research requirements provide input to the Joint Action Plan (JAP)
and the four pillar model also provides a framework for the tasks to be undertaken in
subsequent work packages to develop the JAP, the JAP being the ultimate output of
the PEDCA project.
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2 Introduction
Data centres are the essential component of the digital infrastructure. Well designed,
secure and efficiently managed data centres are crucial to the success of the Digital
Agenda, including Smart Cities, the Cloud and the Internet of Things.
PEDCA is the strategic foundation to address the data centre industry’s training and
research requirements.
This document aims to formulate the positioning of the “Academy” by identifying the
training and research requirements and the gap in current provisioning. The
requirements described here are built upon input from the initial project activities
and, by outlining these, it enables a more exact determination of the JAP (Joint Action
Plan) and of the objectives of the “Academy”.

2.1 Project Scope and Scoping Exercise
The scope of the data centre industry and the project was examined as part of task 2.1
and is defined within deliverable 2.1 “Scoping Document”. The scope also sets out the
following aims and objectives of the PEDCA project which has guided the research
undertaken within WP2. This document provides the summary requirements from
WP2 in order to:








Build a training and research “Academy” development platform
Define the training and skills requirements
Define the research requirements and topics
Widen the participation beyond the current thirteen project members
Widen the participation beyond the UK, the Netherlands and Germany
Build an “action plan” for the sustainability of PEDCA within the DCA
Build a foundation “action plan” that matches the needs of industry’s
future

The PEDCA definition of a data centre:
For the purposes of PEDCA, the term "data centre” includes all buildings, facilities and
rooms which contain enterprise servers, server communication equipment, cooling
equipment and power equipment, and provide some form of data service, e.g. large
scale mission critical facilities all the way down to small server rooms located in office
buildings.

PEDCA Project Document
Use or disclosure is subject to the restrictions on the first page.

Document Ref: PEDCA-DEL-2.3-GUF-DMC
Issue:
1.0
Date: 27/02/14
Page 7 of 62

2.2 Document Scope and Purpose
This document outlines the requirements and goals for developing services, training
and research activities for the PEDCA Joint Action Plan. The scope of this document
highlights gaps in provision and identifies the needs of the sector that were uncovered
during the initial phase of the project. The document is intended to list project
findings, supporting evidence, information and a list of activities and services to be
considered for further development within WP4, WP5 and WP7.
The scope of this document and the research undertaken within WP2 does not include
the full analysis or “real world” viability of any industry requirements, ideas or findings
highlighted in this document.

2.3 Positioning of the “Academy”
Feedback from participants gained during WP2 strongly indicated the need to avoid
duplication of activities. In addition, the scope of the data centre industry is not always
clear. It can be confused with areas that are, in truth, not within the scope of this
project, such as Information Technology, Cloud Computing, Virtualisation,
Telecommunications and Data Base Programming. Further still, due to the relative
embryonic stage of the data centre sector, some fragmentation of industry groups
exist. Lack of coordination and awareness of one another’s activities causes
duplication of efforts and confused messaging. Therefore careful consideration should
be given to the positioning of the “Academy” in the final Joint Action Plan. This will
ensure that the PEDCA project is not confused as a new body or group.
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3 Problem Statement
Data centres are now critical to the economic and social well-being of all citizens. The
research of WP1 and WP2 has shown that data centre owners and operators are facing
many key challenges, such as:











Exponential growth
Increased reliance on digital services
Demand for "always on” & tighter SLA’s
Pressure to improve energy efficiency
Pressure to reduce CO₂
Stricter regulatory & security requirements
Limited supply of industry-ready talent
Changing global competition
Limited knowledge of the economic impact of data centres and their supply
chain
Lack of a collective “voice” for the industry at policy, research and
stakeholder forums

A key focus of the JAP (Joint Action Plan) is to build a platform to address these issues
within the three areas of (1) Training, (2) Research and (3) Technology, as described in
the following sections.

3.1 Training Challenges
For the work of WP2, a number of research techniques were employed, including faceto-face interviews, online surveys, brainstorming sessions and workshops. These were
centered on key industry employers, the commercial training sector and other
industry stakeholders. These activities led to the identification of a number of
strengths, weaknesses, opportunities and threats as reported in deliverable D2.2.
Over the past two years, the private sector has mobilized to successfully meet the
industry’s needs for high quality, role-based training programmes. However, a number
of key challenges remain to be addressed in order to maintain Europe’s competitive
advantage.
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In summary, these are:






Lack of awareness of the career and employment opportunities within the data
centre sector
Cultural barriers hindering the up-skilling of workforce within Europe
The issue that the multidisciplinary skills requirements of the data centre
sector are not adequately met by current training and education offerings,
which tend to be centered on specific disciplines
The lack of a clear strategy for managing trusted information, data centre
improvements and career development
The issue that resource limitations and regional differences in sector maturity
have led to gaps in training availability

3.2 Research Challenges
Industrial research is often confined to a specific project and is more inclined to take
a proven technology and adapt it for purpose. Academia, on the other hand, welcomes
and encourages free thinking, often taking a “blue skies” approach to develop
solutions for project objectives.
As part of WP2, a Systematic Literature Review (SLR) was conducted to examine the
existing research landscape. The SLR exposed a number of challenges that can be
addressed by PEDCA (please refer to D2.2).
The main research challenges, as identified in D2.2, are:






Fragmentation and lack of coordination of research activity
Lack of data centre sector representation in setting the research agenda
The sector’s challenges are not widely appreciated by research communities
Significant reliance on data centre OEMs largely based outside the EU
Fierce competition from international community
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3.3 Technology Challenges
It is essential to continuously review and identify potential technological and
operational innovations which could be used to identify the research challenges that
need to be addressed to meet the key industry drivers and social trends and
developing legislative requirements for the future.
The predominant current market drivers are how to reduce energy operating costs
and increase the efficiency of the large number of legacy data centres. It is clear that
power and cooling are the main problems that data centre operators face and the key
trends in reducing these operating costs are:






Monitoring and controlling energy consumption
Improving sustainability
Moving towards large facilities for economy of scales
Increasing efficiencies in existing data centres
Making applications available on demand

For a more detailed analysis regarding the upcoming technology challenges, please
refer to Annex I.
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4 The Vision
The PEDCA project is designed to provide a Joint Action Plan to enhance the
competitiveness of, to improve energy efficiency of and create new jobs within
Europe’s data centre sector. In order to achieve this, PEDCA proposes four “pillars”
(see Figure 4.1 below) of actions to underpin these objectives:





Strategy
Business Innovation
Skills
Education, training and awareness

These four pillars are discussed in detail in the following sections (5, 6, 7 and 8).
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Job
Creation

Increased
Competitiveness
Improved Data Centre
Infrastructure
Enabling Innovation
Exploiting EU Industry Lead
Improving the Workforce
Strategy
• Setting the
Research Agenda
• Coordination
• Representation
• Basic R&D /
Idea Generation
• Proof of Concept
• Independent
Review
• Trusted
Information

Business Innovation

Skills

• Early Stage
Technology
Development
(ESTD)
• Development of
Standards &
Policies
• Commercialization
Support
• IPR Framework

• Gap and Regional
Analysis
• Skills Identification
and Mapping
• Application of
Standards &
Policies
• Cultural Change

Figure 4.1 – the PEDCA Vision
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• Programme
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5 Pillar I: Strategy
Activities within this pillar are geared towards setting the strategic direction for
research and innovation for the data centre sector. This is achieved through the
following:








Setting the Research Agenda
Coordination
Representation
Basic R & D / Idea Generation
Proof of Concept
Independent Review
Trusted Information

These are described in turn throughout the following subsections.

5.1 Strategy: Setting the Research Agenda
As discussed in the problem statement, currently, the data centre industry has little
involvement in influencing the research agenda within the EU. This is due to the lack
of industry coordination and organization, as well as the lack of awareness of available
research support opportunities such as Horizon 2020.
The JAP should address this issue through the creation of an EU wide platform,
representative of the data centre industry and its supply chain. The platform should
be designed to ensure that the European data centre industry has a voice in shaping
the research direction and agenda.

5.2 Strategy: Coordination
Due to fragmentation and lack of coordination of research activities, the sector is
missing a trusted and independent mechanism to provide the data centre industry
with engagement, awareness and dissemination of information. The most probable
outcome is that the quality of the research is compromised by, for instance, waste of
resources in duplicated research, incompatible/incomparable evaluation strategies,
collective neglect of important areas, etc.
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The PEDCA JAP can provide a solution to this problem by proposing a way to share the
details of funded research projects that fall under the scope of the sector. To make
this data easily accessible, information captured about each project could include:





Description of the project, with links to the project website
Target audience
Project research area and the problems addressed
Findings and conclusions of the project

In addition, the system would support project coordinators in accessing the data
centre sector through online collaboration tools (some of which have already been
developed by PEDCA). This could also be utilized by project coordinators for validation
and commercial exploitation of results.

5.3 Strategy: Representation
In order to address the fragmented nature of data centre industry participants, it is
critical for PEDCA to build a strong representative network across Europe. This
primarily includes those parties active within the scope of PEDCA, i.e. the data centre
industry and its stakeholders who need data centres, but also other communities that
might enhance knowledge, innovation and opportunities for the sector. The
requirements for the JAP include building a sustainable model for the activities
identified by the PEDCA project. A good example which can be built upon is the paid
membership subscription model adopted by the DCA.
Launched in the UK in 2011, the DCA is funded by membership subscriptions and run
as a non-profit industry association for the data centre sector. The participants benefit
from various activities and services provided by the DCA. These are described in detail
at:
http://www.data-central.org/?page=DCAmembershiplevels

The broad objectives of the DCA are stated as follows:
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Public relations and publicity – defining and representing an “industry”
Standards Development (ISO, EN, national)
Industry self-regulation and promoting best practice
Providing independent and trusted information
Building a Research & Development agenda for the sector
Addressing the sector’s “skills gap”

Different membership packages are designed for different types of paying participants
(individual members, corporate members, corporate partners, international
partners). Free participation is also provided for registered users, public sector
members and academic partners. Further details can be found here:
http://c.ymcdn.com/sites/www.data-central.org/resource/collection/360DE943-7731-45D3-95A9713E7441844F/Comparison_Chart2.pdf

The current participant network consists of approximately 200 organisations and
about 1,000 individuals. The influence, reputation and network of the DCA have
grown steadily, with subscribers in 21 countries. Nevertheless, the strongest
representation remains in the United Kingdom, which can be seen as a weakness in
terms of overall EU representation.
In order to achieve improved industry representation, the JAP needs to address the
continued building of the participation network. Requirements for this can be
summarized as follows:




Create significant incentives for new participants across Europe in order to
financially support the DCA/PEDCA activities
Create models that encourage participation in underrepresented EU states
Create partnership models with related stakeholder groups that will influence
and enhance the activities of PEDCA/DCA (e.g. Cloud Computing, Energy
Efficiency, Smart Cities, etc.)
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5.4 Strategy: Basic R & D / Idea Generation
The data centre industry currently does not have the optimal environment to
encourage innovation and idea generation. Factors such as resistance to change due
to the critical nature of the data centre industry and continued pressure from
increased regulation, security, cost, competition and demand, etc.
Basic Research and Development is driven by need. “Need”can be seen as the gap
between the current state and the wanted end state. This gap could be a lack of
understanding, a lack of curiosity, a particular question, challenge or opportunity or a
new idea of an improvement or a problem. We will use the general term “problem” in
this context.

Figure 5.1 – Technology Life Cycle
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To solve a problem, one must first define what the problem is. It may be noticed by
industry or non-industry. A solution to a problem is proposed and then validated by
stakeholders. This is a process and may take a while. After this, the problem is
essentially solved. Solution and problem are aligned. Next the solution needs to be
implemented and tested (Proof of Concept). If the solution succeeds, it can then be
implemented on a larger scale. In its larger implementation, new problems are
discovered and the cycle begins again.
The JAP would need to address this issue by providing an incubation environment to
stimulate innovation and support idea generation.

5.5 Strategy: Proof of Concept
Once ideas have been identified, another important step is the ability to conduct a
“proof of concept”. The data centre is unique, as there is very little room for
experimentation in the live environment. Therefore, the JAP needs to consider the
setup of test-beds facilities, both virtual and physical. This could be facilitated by
utilizing a platform of existing facilities at academic and research institutions within
the PEDCA consortia reflecting the required specialist expertise and skill sets available
at different universities. This collective approach will reflect the “cause and effect”
nature of implementation and provide higher quality decision making. It will also
enhance the importance of the results.

5.6 Strategy: Independent Review
It became clear from work conducted within WP1 and WP2 that the data centre
industry is in urgent need of independent review services. This includes reviewing
emerging results, new and existing technologies, new approaches and so on. It is
recommended that the JAP develop a solution through the creation of a platform of
multiple academic research facilities. This would connect the industry with the
appropriate research facilities to conduct high quality independent evaluations.
Where applicable and appropriate, the facility could then make these results available
for the wider community in conjunction with industrial partners.
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5.7 Strategy: Trusted Information
Data centres are of a critical nature as they typically must be functioning all the time.
This factor has caused data centre managers to be reluctant to make changes to live
environments, unless these changes are absolutely essential. There is a fear that new
guidelines or methods may interrupt services or cause unexpected results. Security
measures or fear of loss of reputation can prevent the sharing of information about
server outages.
Beyond these issues, the fragmented and often confusing standards landscape means
that data centre managers are not always clear about which or what standard or code
of practice applies to them.
The JAP would address this by providing a solution for testing and reviewing of
guidelines using scientific methods and academic peer review. This could include stepby-step instructions and a clear assessment of the expected results. This would instil
confidence in data centre managers and make them more willing to incorporate new
methods and processes. The net effect would be to drive up standards of
improvement within data centres.
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6 Pillar II: Business Innovation
The importance of this pillar stems from the increased international competition and
the reliance on technology providers from outside the EU. It is imperative to
encourage innovation to ensure EU’s position of leadership in the data centre sector
and meet the challenges of the rapidly evolving digital age.
This is addressed through a number of activities designed to nurture ideas for
maximum commercial exploitation and competitive advantage. These requirements
can be categorized under four different subsections:





Early Stage Technology Development (ESTD)
Development of Standards & Policies
Commercialization Support
IPR Framework

6.1 Business Innovation: Early Stage Technology Development
Early Stage Technology Development (ESTD) describes the crucial step of taking a
proof of concept to its commercialization stage. Currently there is some public sector
funding for research to identify ideas and the creation of “proof of concepts”, as
discussed in the previous sections. However, an important missing link in the
innovation cycle is the ESTD which needs to be addressed. ESTD work is largely funded
by Angel investors and is seen as a high risk investment.
Basic
Research

Proof Of
Concept

ESTD

Product
Development

Production/
Marketing

Figure 6.1 – the placement of Early Stage Technology and Development

The JAP would need to address this, for example, by creating the necessary platform
to help bridge that gap. The platform would bring together business investors,
universities (with relevant labs and resources), relevant national and EU public funding
bodies and other stakeholders that are interested in funding ESTD activities in the data
centre industry. This could take the form of annual events or workshops where
projects can be presented.
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6.2 Business Innovation: Development of Standards & Policies
Currently the industry’s engagement in standards development is low. Therefore
adoption of standards is also at a low level. Standards for the industry are not
governed or validated in the field. This has led to mistrust of benchmarks and
information provided by data centres.
To date, the data centre industry or its stakeholders have not been organized
sufficiently to drive standards implementation or provide independent selfgovernance. However, as shown in the research of WP1 and WP2, this is clearly
needed to meet the objectives of improved energy efficiency, resilience, operational
professionalism and security of data centres. The industry itself also demonstrates the
need to provide clarity of advertising of data centres, where metrics, particularly for
energy efficiency and resilience can be trusted.
The need for better standards and better harmonization of conflicting standards has
already been recognized. The International and European standards development
bodies are starting to mobilize efforts to address some aspects of the data centre
infrastructure standardization. Due to the industry’s fragmentation, a coordination
group has been recently formed to assist with awareness and harmonization of data
centre standards. The group has produced a useful "landscape” document and an
executive summary report which can be downloaded here:
http://www.cencenelec.eu/standards/Sectors/ICT/Pages/GreenDataCentres.aspx

The DCA has formed committee groups for the purpose of collecting feedback and
comments without the need to commit time to participate directly with the standards
committees. These groups can coordinate feedback and comments and can choose to
represent a collective view carried by volunteers and the DCA staff who attend regular
standards development committee meetings on behalf of the industry. However more
work is needed to widen participation and feedback to a level where standards
development can be fully exploited.
The EU Commission Code of Conduct for Data Centre Energy Efficiency can be seen as
an opportunity to drive up standards of best practice across the EU. At present the
code is not widely taken up with limited industry engagement. A full SWOT analysis
has been carried out as part of WP1 and WP2. This highlights many areas for
improvement, wider participation and adoption.
There is a disconnection between users and stakeholders of data centres. This may
impact policies and SLAs adopted by contracting parties based on the changing usage
and the adoption of new technologies such as cloud computing, waste heat recycling
etc.
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The requirement for the JAP is to develop actions to:
 Drive up standards
 Widen participation and exploit the EU Code of Conduct
 Design and deploy industry led governance of standards
 Connect with relevant policy groups and stakeholders
Please refer to Annex II for further details.

6.3 Business Innovation: Commercialization Support
Being very new, the data centre industry is not well defined. Therefore, new products
and new businesses find it difficult to interface with their potential customers or
identify investors easily. Similarly, investors cannot easily gain access to opportunities
within this fast growing sector.
A potential role for PEDCA, to be developed within the JAP, would be to address these
commercialization issues. For example, PEDCA can establish an investors’ forum. The
role of the forum would be to first help investors identify genuine opportunities that
can be evaluated independently. This can be achieved through the support and
involvement of academic and research participants. The forum could organize
seminars and events where opportunities can be pitched to interested parties.
Additionally, the forum could provide online facilities for crowd-funding similar to
general initiatives, such as Kickstarter1, but with specific focus on the data centre
industry and its supply chain.
The data centre industry is still largely based around four or five major European cities
that are homes to the busiest internet exchanges. Consequently the JAP should
investigate opportunities for creating a data centre industry business incubation
platform that provides access and presence in these locations. The objective of these
initiatives would be to provide physical and virtual business presence in the form
business addresses, contact points, “hot desking” and meeting room facilities in all
major data centre hotspots. This can be achieved by utilizing existing business support
services offered by many European universities (e.g. the “Knowledge Dock” at the
University of East London).

1

https://www.kickstarter.com/
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6.4 Business Innovation: IPR Framework
The academy wants to encourage academia and industry to work together. Whilst
there is always enthusiasm for science and technology, managing the intellectual
property that is generated within a project is challenging for both parties.
In the UK many joint projects use the Lambert Model Agreements, of which there are
three types (see Annex IV). Depending on the level of direct funding by the industrial
collaborator, other agreements can be setup.
The JAP should address how IPR Frameworks can be developed to remove potential
barriers to innovation and commercialization. Examples include:


Joint ownership with irrevocable cross licences. The academic institution and
the industrial collaborator jointly own the IP in the results. The industrial
collaborator grants the academic institution a licence to use the IP in the
results for research and teaching, and use outside the specified field and/or
territory. The academic institution grants the industrial collaborator a licence
for use in a specified field and/or territory.



The industrial collaborator owns the IP but grants certain benefits to the
academic institution. The industrial collaborator owns all the IP in the results
but (i) pays the academic institution royalties, (ii) tells the academic institution
about all improvements to the IP discovered by it during its exploitation of the
results, and includes those improvements in the academic institution’s licence
for teaching and non-commercial research, (iii) gives the academic institution
a licence to use its background IP in its teaching and non-commercial research.



An exclusive licence which expires after a fixed term. The academic institution
owns the IP in the results, but grants the industrial collaborator an exclusive
licence for a fixed term. When the term expires, if the industrial collaborator
still wishes to exploit the results, it must negotiate with the academic
institution for a renewed agreement.
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7 Pillar III: Skills
The building of data centres proliferated during the late nineties and early 2000s,
driven by the growth and use of the internet. At this time staff developed their
expertise and skills "on the job” and many became experts in their field. As yet, this
expertise has not been successfully "captured” for redeployment for new generations
of data centre staff. There are serious risks that expertise will be "lost” when these
experts retire. The data centre industry needs to invest in its future to ensure Europe
maintains its competitiveness and stability. This need should be met by PEDCA by
developing strong linkage with academia and training firms.
This pillar describes work areas that are needed to address the skills needs of the data
centre industry. These are:





Gap and Regional Analysis
Skills Identification and Mapping
Application of Standards & Policies
Cultural Change

7.1 Skills: Gap and Regional Analysis
Given the continually evolving nature of data centres and their geographical spread,
the JAP needs to develop actions that address this through continuous regional and
gap analysis. This could be supported by academic and industry collaboration,
particularly by training providers who have keen interest in discovering new training
opportunities.
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7.2 Skills: Skills Identification and Mapping
There is currently no consistency or mapping of skills to roles in the data centre
industry. Although there are few good models created by different commercial
training providers, these are not comparable, compatible or interoperable between
different regions and training providers. From the work conducted as part of WP1 and
WP2, a number of challenges were identified relating to skills. These included:






High training costs are prohibitive for new entrants
Lack of clear guidelines on appropriate training strategy mapped to individual
staff career development and business goals
Difficulties regarding a certificate or diploma that is comparable with other,
more traditional, training/education programs, resulting in portability
restrictions and lack of transferability from the data centre industry to
organizations outside the sector, which limits the appeal of these offerings
Restricted access to developing markets due to language/translation
associated costs

In order to address these issues, the JAP would need to devise appropriate plans such
as:




Set up working groups to regularly appraise and review the skill sets to ensure
they remain current with rapid technological and operational developments
Create an independent framework (similar to SFIA) that can help map the skill
requirements of the industry. This will help define best practices and enable
the formulation of training strategies rather than ad hoc tactical investments
Support the creation of affordable entry level training programmes aimed at
new entrants to the industry

7.3 Skills: Application of Standards and Policies
The data centre industry is subject to rapid change in standards and methodologies.
This is especially true today, where many non-data centre specific standards are in
development and many new products are entering the market. This can lead to large
gaps of expertise within organisations.
Therefore, the JAP needs to propose appropriate measures that can provide up-todate information in order to minimise these skilling gaps. This would require regular
interfaces with the training community and data centre owner/operators to ensure
they are aware of emerging technologies, standards and methods and appropriate
action plans can be developed.

7.4 Skills: Cultural Change
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There is cultural resistance to investment in training in the EU compared to other parts
of the world. This includes underinvestment in training and the false association of
training with employee lack of ability or knowledge. Cultural change can become an
issue when deploying new methods or standards within the data centre environment.
The JAP can address both of these issues through the development of programmes
that highlight the value of training. This is in addition to the different instruments
highlighted in other related sections such as skills mapping and awareness
programmes.
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8 Pillar IV: Education, Training and Awareness
There is a missing transferrable training curriculum. Many organizations are unable to
determine the optimum training programme and strategy that will ensure their data
centre is adequately resourced, despite high quality training being available.
Distribution and availability of training varies depending on geography, industry
maturity level, and the particular local requirements. Training is also constrained by
the number of appropriate trainers and tutors.
There are not enough people entering the industry to fulfil the future requirements of
the Industry. There is a gap between the accessibility of training available for
established data centre staff and those who wish to enter the industry.
Take up of training is also constrained by lack of awareness and the absence of trusted
information and industry leadership on defining standards and rigor on training.
To address these issues, this pillar recommends the following action areas:





Programme Development (defining learning outcomes, etc.)
Programme Accreditation (e.g. BCS role)2
Awareness Programmes (e.g. policy makers and stakeholders, awareness
events)
Quality Assurance and Processes

8.1 ETA: Programme Development
There is a lack of clear commercially neutral curricula or industry standard guidelines
for training. Therefore organisations or their employees cannot easily identify the
appropriate training strategy. There is an overreliance on the advice given by
commercial training providers, who are faced with a natural perception of conflict of
interest in specifying the training their clients should purchase.
Commercial training providers report a high reliance on a limited pool of experienced
trainers, which could be a bottleneck to up-skilling. The vast majority of these are not
from universities or research and generally don’t have any specific qualification in
teaching, which may be inhibiting data centre experts from taking up these roles.

2

http://www.bcs.org/
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PEDCA should work closely with the training providers, academia and industrial
partners. It should aim to create guidelines for appropriate training strategy through
the selection and further development of education and training programmes of
commercially neutral content. The content should build upon existing staff career
development (the social direction) and business goals (the industry direction). This
would address several of the major weaknesses identified in current education and
training programmes, as identified by PEDCA’s SWOT analysis (D2.2).
As a first step, PEDCA should develop programmes around a set of core training topics.
Two main challenges here are (1) selecting topics that will be needed over the next
decade, and (2) predicting the match between career paths in the industry and these
topics. In the following, we outline several topics of general interest. For each, the
matching of content with a career path could be ensured through appropriate depth
of the actual content.
PEDCA should aim to create a close reinforcement loop between the developed
training programme and research. Among the topics identified earlier, many are both
relevant now and expected to change radically over the next decade. For example, the
DC industry aims to increase compute power per watt by an order of magnitude in the
next decade. However research by the Delft University of Technology and others
universities indicates there are higher orders of magnitude to be gained in the
efficiency of facility management through cloud computing techniques, etc.
To develop data centre programmes, PEDCA could leverage the main strengths of the
EU data centre industry, such as the presence of established training companies, highquality education and training processes, etc. Nevertheless PEDCA should also address
the weaknesses, including high cost, content not commercially neutral or even content
mainly focused on one commercial product, limited access to training due to language
and geographical barriers, etc. Programme accreditation (see Section 8.2) could solve
the commercial neutrality of the content and reduce the cost. PEDCA, as an EU-wide
organization, could help alleviate the others.
PEDCA should also accompany the development of programmes with a strong
emphasis on quality assurance and process, leveraging the already identified strengths
in this area of the EU network.
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8.2 ETA: Programme Accreditation
It remains very difficult to receive a certificate or diploma that is comparable with
other, more traditional, training/education programs, resulting in portability
restrictions and lack of transferability from the data centre industry to organizations
outside the sector, limiting the appeal of these offerings.
PEDCA should strive to foster an accredited programme, thus countering the EU-wide
weakness of lack of comparable diplomas and certificates. To make accredited
programmes credible and trustworthy, PEDCA will have to also foster dialogue with
accredited education and training institutions, across a wide variety of legal and
business environments. A facilitator for emerging training and education programmes
is the alignment with emerging research topics. PEDCA should capitalize on the
numerous emerging research topics in the EU data centre industry. The primary action
points are:









3
4

Help define the learning outcomes relevant to the triple helix
Help academia to be able to offer accreditation for academic programmes of
study. The industry participants and partners of PEDCA can lead a dialogue
with academia, concerning the broad scope of a data centre curriculum, the
depth required for the primary career paths in the data centre industry, etc.
Help foster dialogue to define a “proof of concept” curriculum for a selected
set of career paths in the data centre industry
Find a set of key academic partners willing to implement education pilots that
use this curriculum
Identify gaps in the current training and skills addressed by current education
components of training centres and academic institutions, to feed into the
public dialogue (related to the sustainability goals of PEDCA)
Contact relevant inter-country and EU-wide bodies that develop curriculum
through business-academia interaction. For example, EIT ICT Labs3 includes in
its mandate the establishment of MSc programmes relevant for a current topic
(the closest to the goals of PEDCA is the cloud computing/vital ICT
infrastructure) and could provide an interesting facilitator for PEDCA’s mission.
Similarly, HiPEAC4 is a Pan European organization that includes training in its
mission.

http://www.eitictlabs.eu/
http://www.hipeac.net/
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Find ways to capitalize on the numerous emerging research topics in the data
centre industry (cooling, management, security, etc.) and connected industries
(cloud computing, digital security, legal and techno-social, etc.)
Find ways to measure and test, and to assess the quality of the training process
and of its outcomes

PEDCA should also leverage, in accredited programmes, the “voice of the industry”,
via:




Programmes that offer support for Business Innovation, via Early Stage
Technology Development (ESTD). Especially at MSc level, academia expects
students to gain mastery through research-related projects, and PEDCA is in
prime position to foster such projects, due to its unique positioning (i.e.,
partners and participants from business, government, and academia).
Programmes that offer support for Innovation Lifecycle, and in particular Basic
R&D, via programmes aimed at the training of PhD students. PEDCA should
leverage the natural demand of the industry with the emerging trend in
European academia, of academic institutions making PhD-level training a
requirement (similar to the American PhD track).

PEDCA has an excellent opportunity to play a leading role in the development of
training and education methods to accompany the programmes and to facilitate their
accreditation. This can be done, for example, via its platform, which could provide ICT
support for the management of large and diverse bodies of students.

8.3 ETA: Awareness Programmes
There is an overreliance on “in house” training, i.e. doing the same thing over and over
again. More needs to be done within academia to make more people aware of the
industry’s career opportunities. Stakeholders, policy makers, governments need to be
aware of the industry’s issues to help bring wider participation and stakeholder
involvement.
PEDCA should aim to raise awareness about its mission and action plan. The industry
as a whole requires engagement with policy makers and other primary stakeholders,
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including business, national and regional governments, students and the general
public. The PEDCA JAP should firstly address the immediate needs of training and
research.
Among the topics to raise awareness about, PEDCA should include:






Building an Education and Training agenda for the sector
Aligning the industry with the Research & Development agenda for the sector
Developing the projected career paths for the sector
Defining the projected ESTD topics for the sector
The PEDCA platform for aligning the “voice of the industry” with academia and
other primary stakeholders in the data centre industry of the future.

PEDCA should view Programme Accreditation as a cornerstone of its strategy to
expand its participation (and future impact) well beyond its current network of
participants by establishing a voice within the future community of tech professionals.
As an example of an awareness programme, PEDCA could develop pilot training events
organized by one of the academic partners:





Inviting alumni and current students of relevant topics, from all the nearby
universities. This maximizes interest, extends reach and keeps the cost low
Inviting a group of representatives of the relevant nearby industry
Providing short-term (e.g., one-day) training on selected content on topics
foreseen to belong in the core curriculum, emphasized by PEDCA
Conducting panel discussions to raise awareness about the challenges and
future of the industry, but also about the challenges and rewards of joining the
industry

8.4 ETA: Quality Assurance Processes
There is a lack of trusted information for those purchasing data centre services. The
standards landscape is largely self-assessed with little or no applied governance. These
issues are also described in section 6.2 Business Innovation: Development of
Standards & Policies.
Nevertheless data centre operators and owners primarily want to be certified and
abide in a set of standards that makes their customers feel safe. Product users, clients
or customers determine (suitable) quality.
Governance of a data centre’s responsibility to invest in training is also missing. It is
not clear to stakeholders, clients and users if a data centre has or hasn’t the
appropriately trained staff and resources deployed at a given data centre. In addition,
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data centre training quality is not monitored or accredited by a data centre industry
body.
Therefore the JAP should address these issues with the setup of an appropriately
governed "Accreditation Board” that can perform the functions described above.
An "Accreditation Board” should perform various Certification services. These should
also be:






Independent
Transparent and auditable
Democratic and open
Free from conflict of interest (whether real or perceived)
Linked to a recognised quality assurance and security process
(EG ISO9001/27001)

The board would produce certifications which indicate levels of compliance to
standards and, in doing so, indicate a level of quality and trust with customers.
Therefore, the information on the issuing body and the process of earning, receiving,
or losing a certificate should be very transparent.
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9 Impact and Economic Analysis Roadmap
As part of the JAP, an analysis of the potential economic and environmental impact of
its implementation will be carried out in WP7. This will be included within the final
submission. This analysis, based on scenario modelling, will both inform the selection
and synthesis of the JAP elements/activities into a final coherent model and validate
that model by evaluating the potential benefits of implementation.
Informed by data from the Regional Analysis, Training and Research Requirements,
Widening Participation and the development of the JAP itself, this set of activities is
essentially circular in nature and will both ingest and return data to the other WPs,
primarily WP2, WP3 and WP4.
The survey carried out in WP 2.4 and the work carried out in the WPs to establish pan
European industry requirements and areas of interest, potential research activities,
skills and awareness gap identification and training requirements analysis will lead to
proposed activities in each of these fields. It is these proposed activities that will be
evaluated to determine their cost/benefit profile. The results of the evaluation will
lead to the selection of the elements which will form the JAP, which will, in its turn, be
evaluated and that final evaluation fed back into the JAP.
To complete the first Phase of the this exercise successfully the early availability of
formative data from each of the WPs will be required in order to establish the detail
metrics to be applied as the proposed activities become more finely delineated. This
process of determining the metrics in parallel with the emplacing of the proposed
activities will be repeated for the final evaluation whilst the JAP is being formed. This
robust “interactive dialogue” based methodology delivers a holistic approach but,
significantly, enables the project to proceed at a rapid pace whilst maintaining the
analytical rigour essential to enable the formation of valid conclusions.
Initial work on WP7 indicates that areas of evaluation will include:
a) Environmental Impact – Carbon (and other greenhouse gas emissions)
reduction potentially achievable through developed and adopted energy
efficiency measures.
b) Technical Resiliency – improved data centre reliability and therefore of data
accessibility achievable through the adoption of robust technologies and
practices.
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c) Commercial advantage/resiliency – Improvements to competitiveness
achievable via the adoption of technology and or training
d) Overall improvement to local/regional/EU economy

Relevant economic and academic impact evaluation expertise exists within the
members of the consortium. Cost/benefits analysis of academic and vocational
training, but will be further strengthened by recourse to external expertise if
appropriate.
The final Economic Analysis Roadmap will be presented as a report integrated into the
JAP.
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10 Conclusion
An important finding is the comprehensive “four pillar” PEDCA vision and the
framework that it provides for the organisation and implementation of future work
packages. This framework will also act as an outline for the “Academy”.
The research and training requirements identified here provide sufficient input for the
JAP. Clearly there are many interdependencies to consider. The timing and ordering
of priorities will therefore be an important first step of the JAP. The JAP will use the
four pillars of PEDCA as a foundation for the activities in work packages WP4 and WP5.
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11 Definition of Terms and Abbreviations
PEDCA: Pan-European Data Centre Academy
Commission: the European Commission.
Dissemination level ‘PU’ means Public
DCA: Data Centre Alliance Ltd
Industry: the data centre industry
Data Centre: the scope of activity defined in section 2.1 of this document
Scoping Event: the London workshop event organized by PEDCA on 25th September
2013
Scoping Workshops: the four workshops held at the scoping event
Survey or Scoping Survey: the online Scoping Survey conducted between August and
September 2013 to gain views and feedback from the Industry
Participant Network: the data base of data centre industry contacts who will be the
eventual users of PEDCA
Deliverable: a formal contract deliverable item under the PEDCA project
D2.3: the Deliverable identified as number 2.3 within Work Package 2 of the PEDCA
project
Work Package 2 or WP2 of the PEDCA project covers Training and Research
Requirements
WP4, WP5, and WP7 of the PEDCA project cover the JAP, JAP Implementation, and
Economic Impact Assessment and Analysis respectively.
JAP: “Joint Action Plan”, the output of the PEDCA project
DCIM: Data Centre Infrastructure Management
UPS: Uninterruptible Power Supply
R&D: Research and Development
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IP: Intellectual Property
IPR: Intellectual Property Rights
ETA: Education, Training and Awareness
BCS: British Computer Society Ltd., the Charted Institute for IT
AICPA: American Institute of Certified Public Accountants
DCMM: Data Centre Maturity Model
LEED: Leadership in Energy and Environmental Design
NEN: Netherlands Normalisation Institute
OEM: Original Equipment Manufacturer
SAS: Statement of Auditing Standards
SFIA: Skills Framework for the Information Age
SLA: Service Level Agreement
SLR: Systematic Literature Review
SOC: Service Organization Control
SSAE: Statements on Standards for Attestation Engagements
TGG: The Green Grid
TIA: Telecommunications Industry Association
USGBC: US Green Building Council
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12 Annexes
12.1 Annex I: Technology Challenges, a Detailed Analysis
Research by the US Department of Energy has suggested that the data centre industry
would need to increase power by an order of magnitude, reduce losses by 50%, and
reduce cooling to less than 20% of ICT and less than 5% for new construction data
centres.5
From this project, the knowledge gained from developing the technology roadmap will
give direction as to defining future research projects and application for funding. The
technology roadmap for the data centre will continue to evolve and it is important for
PEDCA to maintain an up-to-date technology road map that could be used to inform
the sector about the research challenges for both academic research and funding
agencies.
The technology roadmap classifies technologies and innovations into three key
functional areas of (1) Digital Equipment and Software, (2) Power Supply, and (3)
Cooling. The current key innovations that are state-of-the-art in data centres are
highlighted below and would form the basis for a PEDCA research agenda.
Digital Equipment and Infrastructure Software
Server Technologies
There are many server technologies being used at present where the key innovations
are in the use of high density, low power chips to implement power proportional
computation and thus reduce cooling requirements. Also developments in server
technologies are implementing hardware that is less sensitive to temperature and
humidity. The potential PEDCA research challenges are in server thermal packaging
and application honed server deployment, such as virtualized and cloud services.

5

http://www1.eere.energy.gov/manufacturing/tech_assistance/pdfs/doe_data_centers_presentation
.pdf
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Storage and Storage Networks
This is the third most energy consuming part of data centres, with significant growth.
The technological developments in this space are focusing on: (1) increased volume,
(2) increased data communication for network storage and (3) the implementation of
solid state storage, which is currently observed to use 80% less power over
conventional hard disk storage. Methodologies for deployment and reliability
assessment within data centres are a PEDCA research challenge.
Network Technologies
Energy efficient digital networks are a research topic well addressed within Europe
(refer to EE academic research). The key trends and developments emerging in this
sector are reduced energy consumption with increased speeds up to 100 Gbps with
early developments in silicon nanophotonics.
Infrastructure Software
Key research trends perceived in this area are: (1) increased use of server
virtualization, (2) developing cloud level resiliency (two low level data centres with
synchronous back up), and (3) implementing Advanced DCIM, an operating system for
optimisation and automation.
Facilities Management
The main aspects of data centre operation will be influenced by the latest trends in
this area, which include:







Prefabricated modular data centres. i.e., small systems with fewer variables.
This enables fast and lower risk deployment
Hybrid data centre deployment. i.e., cloud level resiliency
Centralised humidity control to ensure that the same space is using the same
humidification mode.
Integration of DCIM with a Building Management System with unmanned or
automated control
Integrate facility resource management from physical level up to application
level, similar to server virtualisation paradigms
Waste heat reuse. Combined Heat and Power.
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Power Supply
Reducing Power from processors and network devices when demand is low
It has been reported that IT servers can draw in excess of 60% of maximum power
while idle6, leading to unnecessary use throughout the power supply chain. The
research challenge is to develop technologies that reduce time spent at low load and
achieve power proportional computing. The research challenges are in the
development of strategies for system management and integration. Especially for data
centres where all resources are under identical management control, this can include
resource aggregation to virtual landscapes which then reflect rack consumption level,
room consumption level or even total data centre consumption level, allowing
increased room temperatures during times of low usage or similar. Common DCIM
approaches don’t draw an exact line concerning these capabilities. This approach also
bridges the cultural gap in data centres between facilities management and IT
management.
Minimising power conversion steps and losses
Data centres use AC (alternating current) power distribution systems; however the
servers within the Data Centres use DC (direct current). There are as many as five
conversion steps down to the required DC input, each with power losses that generate
heat. Research challenges are to identify effective ways of reducing losses in power
distribution.
Increasing efficiency of backup power
An important component to the resilience of a data centre, but there are a few
disruptive technologies in this sector, which includes UPS systems using line
interactive topologies instead of double conversion and various rotary (mechanical)
UPS systems.

6
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On Site DC Generation
Research challenges in this sector include: (1) renewable energy and storage, (2)
combined heat, power and cooling, and (3) the use of fuel cells.
Cooling
Air cooling typically accounts for 30-40% of energy costs in a data centre. This cost is
now increasingly under scrutiny and there are many products from the cooling
manufacturers that can operate free of compressors, making use of the cooling effects
of phase change.
Data centre cooling technology has witnessed recent active research and
development, which falls principally into two areas. For high/higher density situations
there is Direct Liquid Cooling, such as cold plates inside the microelectronic packaging,
microfluidic in chip architectures, phase change solutions for localised heat spots, and
direct immersion cooling of processors using dielectric liquids. In many new build and
recently commissioned cooling solutions, Free Cooling is used and applicable to
various density of IT equipment. The increased temperature and humidity tolerances
of the IT equipment are offering the possibility to not install compressor based cooling
for the small number of days a year where free cooling is not possible. Research is
required in quantify risks associated with the different cooling solutions.
The above list of disruptive technology is by no means finite. Many other technologies
will be considered in the final technology roadmap.
Within Europe, the knowledge base behind the design and build of data centres is
strong, with many companies working solely in this field. For example, Future-Tech in
the UK and Arup Associates in Germany specialise in Data Centre scalar modular
design.
Arup designed and built the Citigroup Data Centre in Frankfurt, the first of its kind in
the world to earn the coveted Leadership in Energy and Environmental Design (LEED)
Platinum rating from the US Green Building Council (USGBC). 7

7

Arup Associates. (2008). CITI Data Centre. http://www.arupassociates.com/en/case-studies/citidata-centre/. Last accessed 12th February 2014.
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Similarly the knowledge base in DCIM is also strong. The Netherlands based company
Raritan Inc and UK based Concurrent Thinking Ltd were both mentioned by 451
Research as midsize DCIM providers.8
Whilst there are companies within Europe that design chip architectures, the designs
are licensed to manufacturers in North America or Asia and then incorporated into
their own hardware design. Indeed, most data centre IT related technology
development is completed outside of Europe, and, as a result, there is a significant gap
in technology development skills that will affect business and technology economic
output.

8

451 Research Group. (2013). Beyond the Basic: A guide to DCIM Providers.
https://451research.com/report-long?icid=2775. Last accessed 12th February 2014.
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12.2 Annex II: Industry Self-Governance of Best Practices, Codes
and Standards
Strategy consultant McKinsey published a disturbing report9 on the energy use of data
centres in 2008, which led to the first noticeable government awareness and concern
about unnecessary inefficiencies, in the USA, as well as in Europe. Legislation is
expected. Some carbon tax laws are threatening the industry.
Industries are stimulated to initiate self-governance by an apparent ‘threat’, an
unknown eventuality, when legislative authorities evaluate the necessity of bringing
on new legislation/restrictions. Self-governance is effective (pre-emptive) in showing
improved behaviour and improvements in time, 1) to implement better practises at a
self-controlled pace and 2) to remain in overall control. The autonomy is lost as soon
as government imposes laws to enforce improvements in the industry.
There are many standards, codes and best practises that have an effect on the data
centre industry. Some standards were already in use before data centres existed
(engineering standards) and some are introduced because of data centres.
International and national – Codes and standards
ISO
ISO/IEC JTC 1/SC 39 is developing standards for data centres and it is quite a challenge
to construct an international set of standards. Some general ISO standards like the
ones for information security are widely applied in the data centre industry (e.g. ISO
27001) and ISO 50001. These standards specify the requirements for establishing,
implementing, maintaining and improving an energy management system whose
purpose is to enable an organization to follow a systematic approach in achieving
continual improvement of energy performance, including energy efficiency, energy
security, energy use and consumption. The standards aim to help organizations
continually reduce their energy use, and therefore their energy costs and their
greenhouse gas emissions.

9

McKinsey - Revolutionizing Data Center Efficiency.pdf
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SAS 70
It is interesting to consider what’s going on in the world of SAS 70, SSAE 16, SOC 2 and
SOC 3 auditing standards for data centres. SAS 70 (Statement on Auditing Standards
No. 70) has been around for over 20 years. First released in 1992, it has been the gold
standard for data centre users to assure that their data centre is secure and operating
under proper control systems. According to the American Institute of CPAs (AICPA),
SAS 70 was never designed to be used by service organizations in this manner. It was
focused on internal controls over financial reporting.
A SAS 70 audit verifies that the controls and processes that the data centre operator
has in place are followed. There is, however, no minimum bar that the data centre
operator has to achieve and no benchmarks to which data centre operators are held
accountable. A data centre with strong controls and processes can claim the same
level of audit as a data centre operator with weak controls and systems. You have to
read through the detailed SAS 70 audit report to understand the level of controls and
processes deployed and audited.
Some data centre operators claim they are ‘SAS 70 Certified’ after they’ve been
audited. In fact, no such certification exists. Data centres can only claim they have
been ‘SAS 70 Audited’.
SSAE 16
SSAE 16 (Statements on Standards for Attestation Engagements No. 16) is the next
generation of AICPA auditing standards for reporting on controls at service
organizations (including data centres) in the United States. SSAE 16 goes beyond SAS
70 by requiring the auditor to obtain a written assertion from management regarding
the design and operating effectiveness of the controls being reviewed.
An audit that is conducted under SSAE 16 will result in a Service Organization Control
(SOC) 1 report. These reports are still focused on controls relevant to internal control
over financial reporting. Like SAS 70, there is no official SSAE 16 or SOC 1
“certification”. SOC 2 and SOC 3 provide much more stringent audit requirements than
SSAE 16, with a stronger set of controls and requirements specifically designed around
data centre service organizations. SOC 2 and SOC 3 provide what was missing in the
SAS 70 and SSAE 16 – a standard benchmark by which two data centre audits can be
compared with the same set of criteria.
Previously the data centre operator defined the criteria for an audit. Now AICPA
Service Organization Control (SOC) 2 reports are intended to provide assurance about
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controls related to 1) security, 2) availability, 3) processing integrity, 4) confidentiality
or 5) privacy of a system and its information. A SOC 2 report is based on pre-defined
controls criteria contained in the AICPA Trust Services Principles and Criteria. SOC 3
reports provide the same level of assurance about the mentioned 5 controls as a SOC
2 report, but the report is intended for general release and does not contain a detailed
description of the testing performed by the auditor. It simply contains a summary
opinion regarding the effectiveness of the controls in place at the data centre or
service organization.
SOC 3 also meets the certification demand that high tier data centre operators have
been seeking. Once the auditor is assured that the data centre operator has achieved
the trust services criteria, the company can display the SOC 3: SysTrust for Service
Organizations seal.
SOC 2 and SOC 3 provide data centre users a high level of assurance that their data
centre is secure, highly available and operating under a consistent set of high integrity
processes. Users will get what they’ve been seeking – a standard benchmark to use
when comparing data centre operators.
Green Grid Maturity Model
The Green Grid (TGG) is a global consortium of companies, government agencies, and
educational institutions, dedicated to advancing energy efficiency in data centres and
business computing ecosystems.
It has developed the DCMM10 (Data Centre Maturity Model) and supported white
paper to outline capability descriptors by area such that users can benchmark their
current performance, determine their levels of maturity, and identify the on-going
steps and innovations necessary to achieve greater energy efficiency and
sustainability, both today and in the future. The maturity model touches upon every
aspect of the data centre including power, cooling, computation, storage and
networking. The levels of the model outline current practices and a five-year roadmap
for the industry.
The DCMM provides a way for organizations to benchmark themselves against other
data centres of similar size, structure, location and many other attributes (60 criteria).
The idea is to enable companies to gauge the relative maturity of their data centre, in

http://www.thegreengrid.org/~/media/WhitePapers/Data%20Center%20Maturity%20Model
%20White%20Paper_final_v2.pdf?lang=en
10

PEDCA Project Document
Use or disclosure is subject to the restrictions on the first page.

Document Ref: PEDCA-DEL-2.3-GUF-DMC
Issue:
1.0
Date: 27/02/14
Page 45 of 62

terms of both IT and facilities, and identify steps they can take to achieve greater
energy efficiency and sustainability.

Figure 12.1 – Efficiency as a function of Investment
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TIA-942
Originating in the telecommunications industry, the TIA-942 also promotes
standards11 for data centres. The Telecommunications Industry Association's TIA942 Telecommunications Infrastructure Standard for data centres is an American
National Standard that specifies the minimum requirements for telecommunications
infrastructure of data centres and computer rooms including single tenant enterprise
data centres and multi-tenant internet hosting data centres. The topology proposed
in the standard was intended to be applicable to any size data centre. The standard
was first published in 2005, following on the structured cabling work defined
in TIA/EIA-568. The standard was updated with an addendum ANSI/TIA-942-A-1 in
April 2013.
The TIA-942 specification references private and public domain data centre
requirements for applications and procedures such as:
Network architecture

Electrical design

File storage, backup and archiving

System redundancy

Network access control and security

Database management

Web hosting

Application hosting

Content distribution

Environmental control

Protection against physical hazards
(fire, flood, windstorm)

Power management

http://www.te.com/content/dam/te/global/english/industries/enterprise-networksolutions/knowledge-center/documents/enterprise-white-paper-tia-942-data-centerstandards-overview-102264ae.pdf
11
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Uptime Institute - Group 451
Originating from the Uptime Institute, who consider themselves the global data centre
authority, The Institute’s system has been in use since 1995 and has become the
default standard for the uninterruptible uptime industry.
They currently
provide Tiered Certifications in more than 25 countries.
Effectively ranging from typologies12 Tier I, (basic infrastructure, II (redundant), III
(concurrently maintainable) to Tier IV (fault tolerant), data centres are classified based
on design documents or on
The TIA-942 and Tier classification are often mixed
constructed
facility.
The
up. The TIA-942 committee borrowed from
classification is mainly based
the Uptime Institute’s Tier Classification
on the remaining statistical
System when developing its standards. However,
chance left that a data centre
the Uptime Institute has not endorsed TIA-942
will fail (e.g. Tier IV gives a
because it felt that it does not ensure the
configuration and functionality necessary for high
statistical
chance
of
availability. TIA approaches availability in terms of a
infrastructure availability).
checklist/component count, which does not ensure
how the subsystems are tied together to deliver
uptime in multiple operation modes (standard,
maintenance, post-failure). Furthermore, TIA
prescribes elements of site infrastructure and
operation that are irrelevant to the fundamental
concepts of Concurrent Maintenance and Fault
Tolerance.

In the UK, there are, for
example, nine tier classified
data
centres,
five
in
Luxembourg, one in France,
one in Italy, one in Switzerland
and four in the Czech Republic.
For customers from the USA, it is especially comforting to know that Europe uses an
American classification system. For data centres that are keen to attract American
customers, an expensive classification process might be practical. The American
background clearly recognizes that some of the criteria do not fit well for all European
countries and that these criteria would have been defined differently if they would
have originated in Europe.

12

http://www.onepartner.com/Portals/4/Docs/uptime_institute_standard_tier_topology.pdf
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Figure 12.2 – European countries with Tier classified data centres

DCA Certifications Scheme
The DCA (Data Centre Alliance) Certifications Scheme is a harmonised set of standards
that, when applied to a data centre, identifies its resilience class, its physical security,
its energy efficiency strategy and its operational professionalism.

Figure 12.3 – Four areas of focus for data centres
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These four areas are the main focus for both design and operation, and therefore they
can be seen as critical indicators for users and customers of colocation, hosting and
outsourcing service providers. The aim of the scheme is to improve decision-making
and provide a meaningful gauge for the data centres fit-for-purpose business role,
environmental impact, management culture and reliability.
The purpose of the DCA Certification scheme is to provide an industry led, widely
adopted recognition of a data centre's designed purpose, its operational integrity,
energy efficiency practices and site access security.
The DCA Certification Scheme provides the customer or end client with clear
identification of its resilience goal and an assurance that this resilience goal is realised
by a valid strategy that is deployed and maintained through a process of independent
inspection, renewal of certification and annual surveillance checks.
In addition the process will also assure customers that operations, maintenance,
energy efficiency and access control security policies are correctly maintained in line
with the resilience goal and the contents of the data centre. If the data centre is a
colocation or hosting facility, the DCA Certification will inform the customer that these
policies have been independently verified. This is to help determine whether the data
centre can meet the needs and risk profile of the customer’s particular use.
The customer may select the firm of their choice to carry out and coordinate their data
centre audit, provided the organizations are accredited. A "four line” sign off process
is required for an auditable commitment to the data centre's design and operation.
The scheme aims to unify and harmonise industry recognised practice, as well as
international and regional standards. The DCA Certification aims to provide industry
wide clarity to minimise subjective viewpoints. The DCA programme aims to be
"industry led” with rigorous governance provided by the DCA.
Best practises
The Netherlands Normalisation Institute (NEN) is disseminating guidelines (best
practises) for data centres. To take part in negotiating these standards within the NEN,
industry organizations need to pay a yearly fee. This illustrates that the industry is
willing to pay to enable self-governance and is prepared to take the helm. (NEN) is
issuing practical guidelines for computer housing and data centres. The document
provides guidelines for companies building, furbishing and operating data centres. The
NEN integrates the work of various disciplines, including external partners and
conditions. The guidelines provide an overview of the best practices, opportunities
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and potential risks. It was developed in cooperation with the government and other
partners and includes a focus on the government's efforts to reduce energy use.
Most of the best practises have a commercial background. Suppliers produce good
ideas and solutions to become more interesting, and want to inform the world. Best
practises for data centre design, cooling, cabling, security, building, energy efficiency
can be found here. Industry suppliers like IBM, Cisco, Emerson, HP, Rittal and
Schneider have publicized many best practises131415, sometimes enriched with
industry benchmarks16.
There are a few best practises guides from non-commercial organizations. The
European Union has its European Code of Conduct for Data Centres, a guide to best
practises17, with an aim for continuous monitoring, reporting and improvement.
Also non-profit organizations like CE Delft18 and the previously mentioned NEN have
their own best practise guidelines.
This doesn’t mean that data centre operators aren’t using these guidelines for
commercial purposes. Like with the SAS70 remarks earlier, data centre operators
abuse all kinds of standards, codes and guidelines.
Potential impact of externalities
The main focus of PEDCA is on community interaction and the holistic development of
the Data Centre industry itself. The need for this focus is evident as laid out in the
proposal for the PEDCA project, the initial analyses and the resulting vision for PEDCA
as outlined in this document.
However, it must be said that humanity has entered the technology and digital age
and that things are changing very quickly. As a consequence, both the role and the
responsibilities of the individual data centre, the expertise needed and the sector itself
are also evolving rapidly. New developments may force the sector or the individual
professional to consider new areas. Traditional boundaries between data centres and
other industries and society are becoming increasingly blurred. Some aspects were

13

http://www-935.ibm.com/services/multimedia/IBM_Global_Data_Centre_Study.pdf
http://www.cisco.com/web/about/ciscoitatwork/data_center/dc_mgmt.html
15
http://www.emersonnetworkpower.com/documents/enus/brands/liebert/documents/white%20papers/sl-24664.pdf
16
http://evanmills.lbl.gov/pubs/pdf/aceee-datacenters.pdf
17
EU Code of Conduct 2013 best_practices_v4_0_5-r1-1.pdf
18
CE Delft - Investigation of techniques for energy-efficient new-build data centres
14
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(and possibly still are, at the time of this writing) of little concern in terms of how to
design, build, operate, improve or close down a data centre and the activities related
to it. They are or were thought of as outside the data centre peripheral 19. These
aspects may become of increasing importance.
Externalities can have both negative and positive consequences. It is not unlikely that
previous precedents may be challenged in the near future. These effects may stem
from social, environmental or economic developments (or a combination thereof) and
can impact legal and judicial matters or the overall business continuity. Such
developments should therefore be of continued consideration to PEDCA and its
professional community. Where possible, they should result in the identification and
development of (newly) recommended standards and policies or the undertaking of
efforts to increase awareness of potential impacts aimed at the data centre industry.
Below are outlined examples of various subjects PEDCA will need to consider in its goal
to leverage new technology, skills enhancements and improved practices in the DC
industry across Europe.
Business continuity – for data centres and their customers

Whilst all businesses need to consider business continuity, and indeed many employ
the services of data centres to deliver enhanced levels of continuity in the event of
crises, data centres themselves require robust infrastructure and procedures to
ensure that they, in turn, are able meet their obligations to clients. Ensuring that data
centre staff have the appropriate cross functional mix of technical understanding and
commercial skills has been highlighted in the PEDCA Project survey carried out as part
of Task 2.4, with almost 40% of respondents identifying commercial skills as an
important requirement.
The pervasiveness of data driven technologies such as Cloud Computing and earchiving in both special circumstances and everyday life means that access to stored
data and/or processing power is increasingly critical for any organisation and problems

19

Source: Wikipedia – In economics, an externality is the cost or benefit that affects a party who did
not choose to incur that cost or benefit. […] There are a number of potential means of improving
overall utility when externalities are involved. The market-driven approach to correcting externalities
is to "internalize" third party costs and benefits. But, in many cases internalizing costs or benefits is not
feasible, especially if the true monetary values cannot be determined. […] The existence or
management of externalities may give rise to political or legal conflicts. Collective solutions or public
policies are sometimes implemented to regulate activities with positive or negative externalities.
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with these technologies can have potentially serious effects on the confidence of the
organisations customers, suppliers and partners. Hence data security, including
continuity of service, has become mission critical for all data centre clients, whether
the data centre service supplied is internal or external to the organisation.
Subjects currently traditionally outside the industry’s peripheral may not yet be
considered fully by the respondents. This creates additional pressure for expertise and
skills within the industry and for its professionals. Below we have highlighted some
significant trends to take into account:


Energy management: Data centres will play an increasingly active role in the
realization and operations of Smart Grid, Energy and CO2 trading and the use
of new and diversified energy sources.



Smart City: Closely following the development of Smart Grids are initiatives
related to use of ICT, and thus also the role and responsibilities regarding data
centres, for Smart City initiatives. The Internet of Things, Big Data, Machine 2
Machine and the harnessing of useful information from these (disruptive)
technologies may find data centre professionals having to understand high
level workings of their customers in other sectors (government, logistics,
mobility and transportation, manufacturing etc.).



Different business models, partly pushed by the trend to move to a circular
economy or cradle-2-cradle processes require a different way of thinking. As a
result, various new aspects must be considered. An example is an increase for
(critical) services availability. A growing shift from product ownership to
service delivery increases reliance of the data centre role in (public) service
availability. Thus government may no longer own street lanterns, but pay for
the service of street illumination which is smartly managed through ICT. Failure
of data centre elements regarding this service may increase the risk of road
accidents. As a result, the demands on and involvement of data centres may
shift. Another example is an increased focus and demand regarding resource
scarcity and e-waste of any and all material used for buildings, infrastructure
and ICT systems. This requires alignment with the data centre’s supply chain
and third party vendors.

Other possible trends:




Facility security focus
Change in operational access (robots vs. humans)
Growing privacy concerns for both individual and organizations
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Intellectual property rights
Theft through hacking
Bankruptcy
Natural disasters (climate change may change precedents)

Impacts on Legal Liability

In the case of a data centre going bankrupt, customers’ business continuity is
immediately jeopardized. Suppliers will not deliver to a bankrupt data centre.
Employees will almost immediately leave the site. Security regulations are less
respected and there is no legal way for a customer to retrieve its own hardware 20.
Power supply will stop as well. As soon as the power supply stops, the hardware goes
down, and remote access to the customer’s (virtualized) hardware is gone. There is no
way that the customer can use the computing power and stored files it needs to drive
its business. It has been seen that as soon as negative gossip starts about the financial
situation of a data centre itself, customers literally rush to such data centres to claim
their physical hardware. Totally chaotic situations have been widely reported in the
media, which hurts the whole data centre industry. It gets even worse when
customers have their servers and storage put on shared hardware (virtualized).
Customers then cannot retrieve their data, as it is not directly connected to physical
hardware. It immediately diminishes the general trust that customers have today,
vested in the data centre industry.
The industry could endure more of these situations, e.g. when competition increases
and profitability of the data centre industry comes under pressure. It may very well
start an insourcing movement of data centres. To secure the trust of society and
customers of the data centre industry, a better solution must be found.


20

Governments could take a comparable stance in the way that the guarantee
system secures individual savings of citizens, protecting the savings of people
when banks go out of business. Like banking, the data centre industry is more and
more a part of the core system of a functioning society. Like banking, governments
may consider treating financial security of data centres in a similar way:
transparent, controlled, ensuring enough financial backing, introducing
guarantees (business continuity) for its customers, etc. In that way, bankruptcy of
a data centre will reduce the chance that customers will face disaster.

http://blog.iusmentis.com/2012/10/19/bij-een-faillissement-heb-je-echt-pech/
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Another solution could be implemented by the industry itself. The industry can
make efforts to communicate its technical resilience levels and uptime. It would
be good to spend time establishing and communicating financial resilience levels
as well. If a disaster fund could be arranged (like in the insurance and travel
industry), this might create solid guarantees to customers and therefore, trust in
the industry as a whole.

These measures apply pressure to data centre staff, particularly when developing
contracts and service level agreements (SLAs) to ensure that they are appropriate and
meet both their customer’s and the data centre’s needs. For example, in the light of
recent failures of commercial co-location data centres (Netherlands: Data centres of
Datahouse, Alphen aan de Rijn; Belgium: Data Centre of Datahouse in Vilvoorde)
consideration of what happens after the catastrophic failure of the data centre itself
needs to be part of the discussion with all clients. The outcome from this discussion
and the establishment of the client’s needs are critical to the success of both parties
in achieving a successful relationship and achieving a balance between resilience and
cost. This applies both to primary computing facilities and to ‘back up/failover
provision and, in the event of catastrophic failure of a data centre for commercial,
technical, or happenstance reasons, it is recognized as good business continuity
practice that clients should establish in advance their alternative arrangements and
plans of action. This applies equally to the data centres themselves which should also
ensure that the terms of their agreements with clients are fulfilled and should work
with clients to ensure that post-failure arrangements are attainable and realistic.
Data centres utilize a wide variety of standards and conduct guides, including ISOs
9001, 22301 and 27001, to assure clients of their data security and continuity. This
section of the JAP, while not addressing the standards directly, will evaluate the
necessity for the training of data centre personnel to an appropriate level to combine
a working knowledge of the use of the standards and other tools to deliver best
commercial practice when establishing terms of service with clients (both internal and
external).
Focus panels will be utilized to establish model legal and commercial principles which
should be considered, in the particular light of the impact of both EU and individual
national legislation and litigation practices. For example, on the 9th of July 2013,
Luxembourg gave clients the right to claim back intangible and non-fungible assets in
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the event of bankruptcy of a data centre, subject to certain conditions, including the
preservation of the confidentiality of any data.21

21

Article 567 –Luxembourg Commercial Code, July 2013
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12.3 Annex III: Academic Engagement in Industrial Research

The climate for academic research in many technology driven disciplines is now ready
to explore external engagement. Government agencies and academia themselves are
making concerted efforts to increase the engagement of academic research, for
reasons such as generating societal legitimacy for scientific and technological research
that is funded publically, but also to simulate economic activity to offer academic
institutions as third arm income stream.
In the UK, technology transfer or knowledge transfer is sometimes funded by the
Knowledge Transfer Partnership schemes (http://www.ktponline.org.uk/) which is
both business and academia facing. Academic institutions have or are creating formal
mechanisms of commercialization. Perkmann et al (2013) have recently published a
review on university-industry relations and they identified that the main determinant
of academic engagement is due to individual discretion and therefore fostering
individual-level engagement skills could be a powerful instigator of not only increased
uptake but engagement that provides benefits to both academia and industry.
Perkmann et al (2013)22 summarized most of their review findings of universityindustry engagement as a model that is encapsulated in the following diagram taken
from their paper. The various academic engagements and their consequences are
shown at the individual, institutional and organizational levels. They identified areas
where research was lacking or inconclusive using a dashed line.

22

Perkmann, Markus, Valentina Tartari, Maureen McKelvey, Erkko Autio, Anders Broström, Pablo
D’Este, Riccardo Fini et al. "Academic engagement and commercialisation: A review of the literature
on university–industry relations." Research Policy 42, no. 2 (2013): 423-442.
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Figure 12.4 – Summary model of university-industry engagement (Perkmann et al, 2013)
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12.4 Annex IV: Lambert Model Agreements
In the UK many joint projects use the Lambert Model Agreements, of which there are
three types of agreements.
Lambert Model Agreement 1: The academic institution owns the IP in the results and
grants a non-exclusive licence to industrial collaborator and its group companies to
use the results in a specified field and/or territory.
Lambert Model Agreement 2: The academic institution owns the IP in the results and
licenses the industrial collaborator and its group companies to use the results in a
specified field and/or territory, and the industrial collaborator has an option to acquire
an exclusive licence in relation to certain results (e.g. results exploitable within the
field).
Lambert Model Agreement 3: The academic institution owns the IP in the results and
licenses to the industrial collaborator and its group companies to use the results in a
specified field and/or territory, and the industrial collaborator has an option to take
an assignment of the IP in certain results.
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12.5 Annex V: Working with Member State Governments
EU and PEDCA goals are in sync
It is important to work together with member state governments in order to reach the
objectives of PEDCA within the EU. PEDCA contributes to The EU Digital Agenda23,
which expresses, among other things, the need for e-education, e-commerce and eskills. Its goals help to boost citizens’ low trust in cyber-security (part III, Trust and
Security) and to advance the IT industry (part V, Research and Innovation). Action
12624 supports the DCA initiatives to bring people to boot camps and find a job in the
data centre industry. In 2015 there will be 900.000 vacancies25 in Europe in the IT
industry.
In the PEDCA Big Survey the priority of the training and education targets is clearly
evident.
Asking the data centre industry (suppliers and operators) how it recruits new staff,
31% indicate that they rely on recruitment firms, only 14% train their new staff inhouse.

23

http://ec.europa.eu/digital-agenda/en
http://ec.europa.eu/digital-agenda/en/pillar-vi-enhancing-digital-literacy-skills-andinclusion/action-126-grand-coalition-digital-jobs
25
http://ec.europa.eu/digital-agenda/en/pillar-vi-enhancing-digital-literacy-skills-andinclusion/action-126-grand-coalition-digital-jobs
24
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Source for staffing
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Figure 12.5 – Where staff comes from

In the industry interviews and during the Scoping Event in September 2013, a recurring
problem was that experienced staff members are often “stolen” by other companies.
The survey also found that 30% of the industry has difficulty filling vacancies at the
entry level. PEDCA participants started the first initiative for a “boot camp”, where
young people have a chance to get a brief overview of the data centre industry. This
could be very helpful to cover this job market deficiency.
More than half of the respondents indicated that universities should play a greater
role in raising awareness about data centres, within existing courses. More than half
of the respondents indicated that universities should develop data centre courses.
One third indicated that data centres should play a part in education during college
years. More than half assumed that during one’s university years, at the age of 18, it
will be soon enough.
According to the survey’s respondents, classroom learning is still favored over elearning (distance learning).

The types of training that the respondents of the survey are missing are illustrated in
the following graph:
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Types of data centre training (unavailable or need development)
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Figure 12.6 – Types of Data Centre Training

The need for data centre introductory training is indicated by 42% of the respondents.
The boot camp methodology is clearly an answer to that particular need of the
industry.
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The commercial training industry is providing some of the training courses mentioned
above. Apparantly, there is a big need for training on the sales and marketing side of
data centres. PEDCA’s survey indicates the need for new training courses. The boot
camp system did not exist until PEDCA started these in London, Frankfurt and Delft.
These introductory training programmes are aimed at potential new entrants in the
academic environment. There may be more training courses that PEDCA could initiate
and organise with the data centre industry, professional training companies,
universities and, of course, students.
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